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Unpatched PC "Survival Time" Just 16 
Minutes  

 
By Gregg Keizer, TechWeb News 

 
The average unpatched Windows PC lasts less than 20 
minutes on the Internet before it's compromised, 
according to data from the Internet Storm Center.  

Part of the SANS Institute, the Storm Center calculated 
the average "lifespan" of an unpatched, unprotected PC 
by listening to IP addresses and tallying the number of 
probes run against them.  

"If you are assuming that most of these reports are 
generated by worms that attempt to propagate, an 
unpatched system would be infected by such a probe," the 
Storm Center said in a statement.  

In June 2003, the "survival time" of an unpatched PC was 
approximately 40 minutes. As of Wednesday, the average 
was less than half that: only 16 minutes.  

Some systems, naturally, will have longer or shorter life 
spans. Users whose ISPs block ports typically used by 
popular worms report a much longer survival time, said 
the Center, while users of high-speed services are often 
specifically targeted by bot networks sniffing for 
broadband-connected PCs to compromise and turn into 
spam or denial-of-service platforms.  

"The main issue here is of course that the time to 
download critical patches will exceed this survival time," 
said the Internet Storm Center.  

The under-20 minute period isn't long enough to pull down 
major updates, such as Windows XP Service Pack 2 
(SP2), acknowledged Joe Wilcox, an analyst with Jupiter 
Research, in an online posting.  

Wilcox recommended reading the Internet Storm Center's 
guide, "Windows XP: Surviving the First Day," which 
details how to enable Windows' firewall before connecting 
to the Internet.  

 
 

 

 
Google Gets SEC OK For 
IPO 

 
Web-Savvy Teens Fuel 
Online Back-To-School 
Rush 

 
MatchNet Withdraws 
IPO, Changes CEO 

 
FaceTime Scoops Up 
$16M In New Venture 
Round  

 
Slim Majority of Web 
Users Connect With 
Broadband 

 
Add-On Toolkit For 
Outlook Cuts Clutter 

 
Unpatched PC "Survival 
Time" Just 16 Minutes 

 
Google's Hot IPO Cools 
As Share Price Gets Cut

 
 

 
 

 

 Spon

Cus
O

Page 1 of 2Internet Week > Security Patches > Unpatched PC "Survival Time" Just 16 Minutes > Au...

8/19/2004http://www.internetweek.com/breakingNews/showArticle.jhtml?articleID=29106061



 

  Web Services Pipeline 
  Enterprise Applications 
   Pipeline 
  Server Pipeline 
  Small Business Pipeline 
  IT Utility Pipeline 
  Business Intelligence 
   Pipeline 
  Compliance Pipeline 
  Financial Technology 
   Network 
  Wall Street & Technology 
  Bank Systems & 
   Technology 
  Insurance & Technology 
  Commweb, The Telecom 
   Pipeline 
  IT Pro Downloads 
  Intelligent Enterprise 
  Transform 
 
 Ad Info 
 

 

"Don't connect an unpatched PC to the Internet without 
enabling some kind of firewall," Wilcox wrote. "For some 
consumers and small businesses without technical know-
how, the only option might be patching the system via 
Automatic Update and then running antivirus software to 
remove any worms or Trojan horses."  

Microsoft's Automatic Update started feeding Windows XP 
Home Edition users the beefy -- more than 80MB -- SP2 
update on Wednesday. Users without a third-party firewall 
can protect their PCs by enabling the integrated firewall 
within Windows.  
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